
UNCLASSIFIED

UNCLASSIFIED

1

Cyber Threat Brief

CPT Sean McQuade (Regional Cyber Center – Pacific)

The Overall Classification for this Brief is UNCLASSIFIED



UNCLASSIFIED

UNCLASSIFIED

2

Disclaimer

The views and opinions presented herein are those of the author 
and do not necessarily represent the views of DoD or the Army. 
Appearance of, or reference to, any commercial products or 
services does not constitute DoD or Army endorsement of those 
products or services. The appearance of external hyperlinks does 
not constitute DoD or Army endorsement of the linked websites, 
or the information, products or services therein.
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Agenda
• Cyber Threats in the News
• Defining Cyber Threat Intelligence (CTI)
• CTI Terminology
• CTI Technical Analysis
• MITRE ATT@CK – Enterprise 
• Search Engine Optimization (SEO) Poisoning – Technique Overview
• Volt Typhoon – Campaign Overview
• Applying Army Doctrine to Cyberspace to Mitigate Organizational Risk
• Closing Remarks
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Cyber Threats in the News



UNCLASSIFIED

UNCLASSIFIED

5

Defining Cyber Threat Intelligence (CTI)

Analyzed information about the 
hostile intent, opportunity, and 
capability of an adversary that 
satisfies a requirement.

Adversary 
Capability 
& Intent

System 
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Operational 
Impairment 
to a CDR’s 

Mission 

Threat + Vulnerability + Impact

= Risk
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CTI Terminology
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CTI Technical Analysis
We use structured 
analytic techniques to 
analyze activity on the 
DoDIN to provide 
meaningful information 
to support leadership 
decisions, defenders’ 
needs, and Intelligence 
efforts.
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MITRE ATT@CK – Enterprise
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SEO Poisoning – Technique Overview
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The above three malicious ads link to:
• blender-s.org
• blendersa.org
• blender3dorg.fras6899.odns.fr

The top results, blender-s.org is a near 
exact copy of the legitimate Blender 
domain.

SEO Poisoning
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SEO Poisoning

Legitimate WebsiteMalicious Website
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SEO Poisoning
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Volt Typhoon – Campaign Overview
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Volt Typhoon – Typical Activity
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Volt Typhoon – Attack Diagram
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Applying Army Doctrine to Mitigate 
Organizational Risk
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Traditional Battlefields
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A Theoretical Battlefield in Cyberspace
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Closing Remarks
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