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State of Hawai ‘i Office of Homeland Security

~ China as a Pacing Challenge to Homeland Security and Defense

pacing challenge refers to an adversary that poses a long-term risk to US influence and power,

e China is not a future threat; China is a threat today “—and US critical
infrastructure is a prime target

e China continues to heavily invest in capabilities, operational concepts and
organizations specifically to defeat the US (and its allies’)

e CCP also wants to prevent the US from being able to get in the way of a
potential future “crisis between China and Taiwan by 2027

e China continues to expand its nuclear forces and its ability to operate in
cyberspace

e China’s is already landing blows against civilian infrastructure as it moves
towards its strategic objectives
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‘Seam’ Initiative alignment with:

* Critical Infrastructure Security and Resilience Program
» Statewide Cybersecurity Program
e Others (i.e., Hawaii National Guard, Emergency Management Agency)
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Operationalize the Hawai‘i Homeland Security Strategy, the outputs
of which will be:

e Leveraged statewide Cybersecurity and Critical Infrastructure Programs to
meet the spectrum of strategic competition and conflict dynamics

e Effective, modernized concept of protection of the (Hawai‘i) home front by
civilians acting under civil authority

e Deepened collaboration with all entities across critical infrastructure sectors

e Enhanced coordination between Hawai‘i state and federal government
entities

e Established concept of operations, built and exercised collaboratively with
key stakeholders
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¢ Cybersecurity County Road Show/TTX
* DVE-Major Special Event-training year
¢ Homeland Security-Defense-crawl TTX

Q2

Q1

5-6 Mar-R9 PELP

10 Jan-Problem Statement
PMESII analyzes
Desired Conditions
Proposed Lines of Effort

* Oct-Operational Environment

Defining the Problem
Planning Assumptions
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31 Dec-Inventory of all Cl assets and their Cybersecurity Insurance

identified dependencies/ interdependencies/ 8 Dec-ETS A&E shared services
31 Dec-List of identified threats 8 Dec-DOH Modern Active Directory
8 Dec-C&C DIT Offline Data Backup
31 Dec-Development and implementation of 8 Dec-ETS M shared services
CI-COP platform informed by user input 8 Dec-HHSC SIEM Deployment

8 Dec-PISCES
5 Dec-SLCGP CWG

2, 3, or 4 Dec-Cybersecurity Govt Su
1 Dec-Updated Cybersecurity Strat & |
Oct-CISA Corporate Cyber Symposiu

18 Dec-Homeland Security Forum

30 Sep-Inventory of all Cl assets and

18 Sep-Homeland Security Forum
assodated vulnerabilities

5 Sep-SLCGP CWG/FY25 Funds

Q3

21-22 Aug-Disaster Management

for Electric Power Systems

19-20 Aug-Disaster Management Jul-Cyber Road Show TTX x4
for Public Services

Aug-Operation KIA’I
MAU Base Order

30 Jun-Revised Clinventory Jun (late)-CyberHawaii 19 Jun-Homeland Security Forum

30 Jun-List of existing Cl resources and Cybersecurity Conference
capabilities 5 Jun-SLCGP CWG/FY24 Funds
* Jun-CI-COP ArcGIS Hub Premium
Jun-CI-COP app enhancements
May-CI-COP GeoEvent Server configured

14-20 May-EX PACIFIC SENTRY

Apr-Jun- | ic Pl
6 May-Homeland pr-Jun-Complete Strategic Plan

Defense TTX

12-23 May Kauai IRT
28 Apr-9 May LOCKED SHIELDS

31 Mar-Preliminary inventory of Cl data

31 Mar-Defined and scoped resilience efforts 5 Mar-SLCGP CWG/FY23 Funds
3-14 Mar-DM Water/Wastewater x4

20 Mar-Homeland Security Forum
Mar-Refine Operational Approach

Feb-Develop Problem Statement &
Operational Approach

Problem Identification

Identify Assumptions

Operational Approach Development
Identify Decision Points

26-27 Feb-DM for Healthcare

Feb-CI-COP Design Requirements Worksho|
gn Red P /2731 Jan-Cyber Road Show TTX x4

Jan-CI-COP GeoEvent Server install 15 Jan-Cybersecurity Vulnerability

Jan-CI-COP Partner Data Workshop Assessment Jan-Operational Design
* Dec-CI-COP-GIS Support Contract 14 Jan-Demystifying Cyber Attacks Strategic Direction & Guidance
* Dec-HING Planning LNO . Strategic and Current Environment
* Dec-CI-COP HIFLD-based App Phase | & I * Dec-Cybersecurity Support Contract . o girategic Planning Consultant Contract
* Upgrade Enterprise to 11.3 * Dec-DoD Planning LNO(s)
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» Streetmap Premium install/integrate
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24 May-Understanding of Hawai’i

risks
24 May-inventory of government

devices, systems, platforms & app
24 May-Understanding of Hawai’i
posture/needed improvements
24 May-asset protections and
prioritized recovery actions

2028

*  DVE-Major Special Event-run FTX

29 May-Secured and Enhanced
Connections in Cybersecurity
Infrastructure

31 Dec-Periodic Cl provider status updates
31 Dec-Periodic review/revision of COP da
30 Sep-Updated goals and objectives for

COOP plans, training, and exerdses
30 Jun-Cl resilience solution strategies

2027 ##-### MMM VIGILANT GUARD
*  Cybersecurity-CYBER STORMJ EX

*  DVE-Major Special Event- walk CPX
* Homeland Security-Defense-run F

31 Mar-Completion of stakeholder plan
updates

31 Mar-Prioritized list of guidance and
updates to supported stakeholders

31 Dec-Draft vulnerability/risk reduction

solutions for implementation consideration
Dec-CI-COP situational/analysis

30 ggg_ability extension

Mar-CYBER STORM
5 Mar-Cybersecurity Training Progra

* DVE-Major Sp
*  Homeland $curity-Defense-walk CPX

* Prioritized vulnerability/risk reduction
solutions;

* Vulnerability by sector/aggregate
Sep-CI-COP upgrade/update software

30 Jun-CI-COP data from public and private
30 Jun-List of prioritized risks by sector

May-CI-COP enhancements/modernization
31 Mar-Preliminary inventory of Cl data
31 Mar-Cl stakeholders engaged to attend
WG sessions and support planning

9 Jun-Purchasing Standards for
Cybersecurity Third-Party

May-Statewide CDRP TTX

10 Mar-Cyber Threat Intelligence and
Information Sharing Across Hawai'i
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State of Hawai ‘i Office of Homeland Security

Office of Homeland Security

dod.ohs@hawaii.gov

https://law.hawaiigov/onhs
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